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INtroduction
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Getting Started with VNS3

Set up a cloud account at a public cloud provider. VNS3 is available in most public and private cloud formats including:

- Public Clouds: Amazon Web Services EC2, Amazon Web Services VPC, Microsoft Azure, CenturyLink Cloud, Google Compute Engine (GCE),
Rackspace, IBM SoftLayer, ElasticHosts, Verizon Terremark vCloud Express, InterRoute, Abiquo

+ Private Clouds: Openstack, Flexiant, Eucalyptus, Abiquo, HPE Helion, and more

- Virtual Infrastructure: VMware (all formats), Citrix, Xen, KVM, and more

Familiarize yourself with OpenVPN TLS client if you plan on using the encrypted VNS3 Overlay Network.

Familiarize yourself with your IPsec firewall/router network device if you plan on creating a site-to-site IPsec connection to
your cloud application deployment via VNS3. VNS3 supports most IPsec data center solutions including:

+ Preferred: Most models from Cisco Systems®, Juniper, Watchguard, Dell SONICWALL, Netgear, Fortinet, Barracuda Networks, Check Point*, Zyxel
USA, McAfee Retail, Citrix Systems, Hewlett Packard, D-Link, WatchGuard, Palo Alto Networks, OpenSwan, pfSense, and Vyatta.

- Best Effort: Any IPsec device that supports: IKET or IKE2, AES256 or AES128 or 3DES, SHAT or MD5, and most importantly NAT-Traversal standards.

+ Known Exclusions: Checkpoint R65+ requires native IPSec connections as Checkpoint does not conform to NAT-Traversal Standards and Cisco ASA
8.4(2)-8.4(any) bugs prevent a stable connection from being maintained.
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Getting Help with VNS3

Support for VNS3 is provided through the Cohesive Networks Support Site according to
our Support Plans.

We recommend reviewing the Support Site FAQs and this document before opening a
support ticket.

fyou r

eed more informati

INstruc

T you need specific
services team via sa

networks

[ions, please see oL

N on how to setup a specific cloc

© 2018

Product Resources page for addi

environment or prefer video

ional links.

nelp with project planning, POCs, or audits, contact our professional
es@cohesive.net for details.


http://support.cohesive.net
http://www.cohesive.net/support/support-plans/
https://cohesivenet.zendesk.com/hc/en-us/categories/202978368-FAQ
http://www.cohesive.net/support/product-resources/

-irewall Considerations

The VNS3 network appliance uses the following portsVNS3 Controller instances use the following TCP and UDP ports.

VNS3 Web UI/API - TCP port 8000

HTTPS admin interface; must be accessible from hosts where you will want to obtain runtime status or configure peering, also needs to be open

to and from the Controllers at least for the peering process, and needs to be accessible when downloading credentials for installation on overlay
network clients.

VNS3 encrypted Overlay Network - UDP port 1194
For client VPN connections; must be accessible from all servers that will join VNS3 topology as clients.

VNS3 Controller Mesh Peering - UDP 1195-1203%
For tunnels between Controller peers; must be accessible from all peers in a given topology.

IPsec Phase1/ISAKMP - UDP port 500
UDP port 500 is used the phase 1 or IKE (Internet Key Exchange) component of an IPsec VPN connection.

Psec Phase2/ESP or NAT-Traversal - UDP port 4500 or Protocol 50 (ESP)

Protocol 50 is used for phase 2 or ESP (Encapsulated Security Payload) component of an IPsec VPN connection only when negotiating with native

Psec. UDP port 4500 is used for the phase 2 or ESP (Encapsulated Security Payload) component of an IPsec VPN connection when using NAT-
Traversal Encapsulation.

*VNS3:vpn and VNS3:net Lite Edition will not require UDP ports 1195-1197 access as it is not licensed for Controller Peering.
** Some public cloud providers require IPsec connections to use NAT-Traversal encapsulation on UDP port 4500
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Changing the Topology Name

cohesive | vns3 Puibilic | Privizto P
natwaors controller

54.88.41.71110.0.1.254

Topology Name is setup during keyset R —
generation or when a keyset/contiguration is 7 B
fetched from a remote VNS3 Controller. S

The Topology Name appears in the blue title
neader of the VNS3 Controller Ul as well as in
the meta title.

You can change the Topology Name at any
time via the Admin left column menu B
heading and clicking Topology Name.

Enter in a new Topology Name and click Save.
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Change Admin Username
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Change Admin Username

b ]c }A ‘ 1: ‘ cohesive | vns3 548041711 100259
At the pottom of the etcourrmmenu, |
Runtime Admin Username
Halus
!! m ‘! m etworc Enlfiar Ch VNES Véeb admin usarnema for usar “vnscubec”.
U n O e r d I n h e a O | n g[ C ‘ | C k d I n ONverIay \eir'.’.,;mamwi pLEE Ml:-:;mw;a:my::hilbpankmm re-alINANECAIS 1/3() YOUT NS IISEMAME ¢ASE you Sihmit the Hm nalow

Corraliy Pacrng If you evar forgat your passwaed for VYNES Web Acm nistmation tonl, plesse contact Gobesive Networks Techricsl Suppon i gat B reset.

Username. S e

IPsec Chirge usnmime
Firewall
Routos

Enter the new Admin Username and click o

Change username.

Lioensing
Remate Supgcrt

Admin
Topologyy Niwrs

Admin Usermame
Prirzawoe

HTTFPS Cers
Rehonot

Sopyrig: ® 2000-201 6, Schesive Netaorka Sohealve Natworks | About Js il Legel | ELpoer:
Thin produat In:dudas cattenn dovcloped by the OponESL Srojnat
‘or Lee inthn OperSSL Toakdt (hitpeMawa apensslag).
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Change Web Ul and APl Passwords

cohesive | vns3 Pubics | Priveso [P
natwor<s controller

£4.88.41.71110.0.1.251

At the bottom of the left column menu, [ —
under Admin heading, click Passwords. oo S

verlay New nassanrns will take e¥ent immed 2taly and yintl will he asked 10 re-althenticgra ising yau® new passwerd ance yni sutmit the form belo

To laave a paszaword unchames, leave § benk

Type new VNS3 Web admin password:

Enter the new Web Ul password in the first e e

Firewall

Re-type new AP| password:

two fields and/or the new API password in A
the last two fields and click Change
password(s).

Copyrig: © 2000-201 6, Scheslve Netaorka.
Thiz praduat In:dudas zattwn dosclopod by the OpenESL Srojnat
‘or Lee inthn OpenSSL Toakdt (hitpeMawa apensslag).
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HTTPS Certificate Uploac

Before adding a custom SSL certificate to a VNS3 Controller, Cohesive Networks cohesyve | vns3 4.80.41.71 1 10.01.251
strongly recommends creating and downloading a VNS3 Snapshot from the Runtime HTTPS Certs
Snapshots page. This VNS3 Snapshot backup can be used to re-instantiate the ot e S5 o
VNS3 Controller in the event the certificate/key pair creates an error (usually due P © S50 Carifcate: Browse... | VrsS sonesie.network corpom
to a mismatch or wrong files specified). R © 3ot way: B | e ol fel o
re———
If you are unsure about the SSL Certificate files to upload, contact Cohesive

Networks support staff to review.

Very simply stated, SSL Certificates for HTTPS interactions provide web users cohesive | vns3 o g
website ownership verification (so users can make sure they are interacting with
an organization they intend) and encryption of communication to that website. R et g uperec, va deled anc raieled plosse vt
R HTTPS Certs
In order to be granted an SSL Certificate, a site owner needs to create a private 0” e et
key file (use later in the interactions between the web browser and the actual R ® 55t Centtcate: Browsa.. Mol solciad.
web server). This private key file is then used to generate a Certificate Signing @ sst xey: Crowse... Mo seicied
Request (CSR) that is sent to a Certificate Authority (CA) like Verisign or Geotrust. N Upond nd

Networs

The Certificate Authority then sends back the SSL Certificate which includes
information about the owner of the certificate, period of validity, URL that is
certified and the ID of the CA, the public key used for encrypting communications
and a hash to ensure the certificate is valid and not compromised.

The SSL Certificate along with the Private key used to generate the CSR are the
two files required to add the Certificate to a VNS3 instance.

The next page reviews the relevant items and how to upload the SSL Certificate to
VNS3.

cohesivenetworks © 2018
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HTTPS Certificate Uploac

To order an SSL Certificate from a Certificate Authority you need to validate you cohemnye |IXns: $480.41.711 10,01 251
are the owner of the specific URL you are certifying (typically via email validation I U —
or similar depending on the CA) and generate a CSR to send to the CA. The CA SR TIPS Corte
then uses the CSR to create the SSL Certificate. e
To generate a CSR you first must create a Private Key. This document's example Sonwtions :SS:""" e
uses openssl. NOTE: VNS3 requires the private key to be an RSA key. m;:m '
openss| genrsa -out vns3-example-com.key 2048 o
Once the private key is created, use it to generate the CSR with the following: e '

P / : : certificate-chain.crt
openssl req -new -sha256 -key vns3-example-com.key -out vns3-example-com.csr

————— BEGIN CERTIFICATE-----
The CA will send back one or multiple Certificates: o
< end-user certificate
Root Certificate - typically not needed forVNS3 | _____ END CERTIFICATE -———-—
Intermediate Certificate - included if the CAis not a RootCA | ===== BEGIN CERTIFICATE-----
End User Certificate - the certificate for the actual URL you plan on secure e ) intermediate certificate
B o N END CERTIFICATE-----
Upload the SSL Cert or SSL Certificate Chain in the event your CA provided an
intermediate Certificate (see example to the right) under the SSL Certificate file
selection. General begins with "-----BEGIN CERTIFICATE-----".
Then upload the Private RSA key file used to generate the CSR under the SSL Ke (i) @ https://ms.cohesive.network c
P Y & y

file section. Generally begins with "---—--BEGIN RSA PRIVATE KEY-----",

Click Upload and Install.

cohesivenetworks © 2018 15
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Reset Factory Defaults

. . ' . h Public: | Privio IP:
Increasingly there is a separation of duties between staff that cohestys | unse e
can start/stop/reboot/terminate cloud instances and staff Reset VNSS to Inifal Defauts
that configures and administers the VNS3 Controller device. UL o e DA b s e o o

Chentpacks

Your previous configuration informatien will be lost!

Reset Factory Defaults removes all configurations, licensing r—
and settings on a particular VNS3 Controller instance. The — |
only configuration parameter that will remain is the

username and password (both Ul and API) set on the

Controller instance at the time of the reset operation. ~

To Reset Factory Defaults navigate to https://<manager|P>: .

8000/reset_defaults. This URL is not linked anywhere in the
Ul to eliminate the possibility of accidentally resetting a e S - O
proauction server.

On the resulting page enter the code displayed to validate
the reset and click Reset.

After Reboot, the Controller is reset and you can choose how
to configure starting with Initialization.

cohesivenetworks © 2018
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Runtime Snapshots save the Controller Configuration

Once your VNS3 Controllers and Clients are configured CONSEIYS | St s48041711100125
and running, save the configuration with Runtime S

Snapshots. Snapshots can be used to reconfigure a new B s

Controller with the same SSL Certificates and Keyset with comenors | o

just one file upload.

Click Snapshots under Maintenance to take a new
snapshot or view/download available snapshots.

Maintenance

Download the snapshot to your local network. In the event
of a Controller failure or re-provisioning event, you can rrooe
upload the snapshot file to a new VNS3 Controller. The e

Thiz praduct In:iudos cattwarn dosciopod by the Open€SL Srojnat
‘or Lee inthe OpcrS8L Tookit (hilpe ww e apons:Lag)).

new Controller will retain all the configuration settings as
your saved snapshot.

If you are using Elastic IPs, once the Elastic IP is transferred
to the new Controller, your overlay network devices will
automatically connect back with the Controllers. Save time
on both Controller and client configuration.

cohesivenetworks © 2018



Save and Download a Snapshot

Public | Priviia IP-
54.88.41.71110.0.1.251

cohesive | vns3
na2twaor<s controllar

Click the “Take New Snapshot Now” button to
generate a new Snapshot. naps

Overlay

Available Snapshals
trapshet 207 CUS2H 14/L066223 54 004171 (Created on 2010-08-23 13:13:43 4+0000] '«

Contrmlles Pocrng

The resulting screen will have the snapshot downloaa oo N

Connections
Take New Sanpshat Neow

IPsac

ink. Download the Snapshot and save locally.

Routoss

Container
NeTWNT«
IMmages

CortainNs

Maintenance
Snaps-ots

Admin Usarmamea

Sapyrip: © 2000201 6, Scheslve Netaorka Sohealve Natworks | About Jal Legel | ELpoer
Thiz product In:dudos cattwarn doscioped by the Open€SL Srojnat
‘or Lze intho OperSSL Too kit (hitpeMaw e apenscLag.

17/ neo ']'\/': LA QO A 7 4 - -
/ Jd  / - { p

R T P ———— — N
\ ¥ y ) Yl nlm Jl f~ ] o, N sl ~y e
U RIS J ol ld :_, =IOl £V oUJZ0 T L.l I_.' WTawr VT 00.° o ! AL
oy . N

You have chosen to open:

' snapshot_20160928_1475068423_54.88.41.71.gz

which is: gzip compressed archive (592 KB)
from: https://54.88.41.71:8000

Would you like to save this file?

Cancel Save File

cohesivenetworks © 2018



Save and Download a Snapshot

Public: | Privito IP:

To use a Snapshot to configure a Controller click the sl R 548041711 100,125

cohesive | vns3

. . Initlalization Upload Snapshot
Import Runtime Snapshot link. Rimin
Browse for your saved Snapshot and upload. The swpaan | m—
Controller will reboot with the updated configuration.

The same Clientpacks will be available in the Controller,
SO redistribution to each server on the virtual network is
not necessary.

A slight configuration change on each server on the

virtual network is necessary it you have not assigned

Elastic IPs to your Controller. The OpenVPN

configuration file (vnscubed.<conf ovpn>) on each server S .
needs the new IP of the new Controller referenced in the T -
remote commands section.

To automate this step, you can assign an Elastic IP (see
AWS Dbilling for rates) to the Controller and reference the
Elastic IP in each server's OpenVPN configuration file.

cohesivenetworks © 2018
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VNS3 Upgrade License

VNS3 controllers can be upgraded live without the need for an
operational window.

To upgrade a license click on the “License Upgrade” link in the left
column of the Web User Interface.

A license upgrade needs to be deployed to all of the Controllers of a
peered VNS3 topology.

cohesive

natwaor<s

Runtime
Halus

Networ< Epiffar

Overlay

Conrmliny Pocrng

Chentpacks
Conneactions

|Psoc

Firewall

Routos
Container
Nemwn "<

IMmages
Containaes

vns3

cantrollar
Licensing

When requasting 8 leense upgrade, p'ease provides the folloaing kaysat 102

oB491480-857 0 11cB-8800-0cd 20c 701 bef-ed 9210488 20fobd1 Tade8h 4488 1131718229678

mpert a new fcense ‘K'YJI»"1’E

Dezzrpon of cumren: lizense:

{
"lirense_presart'": True,
“shal_checksur": "bi@@dcsciebbo8aZdcasd5*abiseshBaSa2760ca",
“upleaded_at": 2376 @9 25 12:48:34 (RGRQ",
“"uplcaded_at_1i": 1475066926,
"repology™: (
“manngers®: |
{
"manager_in': 1,

Public | Privita IP:

£4.88.41.71110.0.1.251

"overlay_ipasdress': 172.31.1.25@,

In order to upgrade you will need the upgrade keyset ID which is .

| . | . | | L
shown in bold in the image displayed here. Provide that license oo uppcn e
. . . Admin naa,
keyset to Cohesive Support and they will use it to generate your TrckogyNere. 125,
upgrade license. e o
Rchont 172.31,1.9,

In order to apply the new license click “Import a new license et o

"overlay_suurel': "172,31.0,0722",
"ipsec nax endpoonts™: 2,

upgrade”, and paste the contents of the license you received, and i st 4

1)

click “Submit”.

Public: | Privito IP-
cohesive | vns3 “
natwor<s | controllzr £4.88.41.71110.0.1.251
Runtime License Upgrade
SHalus
Networ« Enlfiar Pasta |canse:
AVALRYa3pHAUVIZC LI oo+ REZ Jrn+RDR 2 LASBZESy OC LW I MLHCS MEQSKRG TUPN
Overlay JawbipCae /9tuskiZiwlrlax2ala/Rnlogtlyavesaywtwe THONC LY +URI Zavikw
Controlies Poacrin GHRPIXWECITWERVE SvOR+RIDURG HURYHE+LZCWCE L ImLACTC JBOREZZF LVARNUSTO
ocring pIvFPuas 1MNg21Vhd j TWkeq? PIHFIF LuLODWWph +cho TEKIDpCol 84+ pd FYEDOF L2
Chertpacks YODLRMTYST 1gaelBsexe? TeQUeT/Eaa 2vRALOL #e buTeVLEMRE SO v ke BV VT g 36
ILNECaghwRugUNPUWLEXLECCBA 6 Y 3LECLo2pe ANPHILADBEME3VAC JCRVRUTT 52
Connactions St/ ann e a2 UDRE T ANLSENEAPAYIINUZAWS e VEACANVE T ARAR 1 SV EFLOKE "]
IPssc Fhu-SVERG==
: -zcOM
Firewall weew=BRD PGP NESSASS =====
Roatos
Sukimil
Container
Metwic <

cohesivenetworks © 2018



Confirming the successtul license upgrade

: ' ' . ' h 3 Putbilics | Priunta IP-
Along with the license upgrade key you will have received with CENSRALE | Sk 54242253731 1001242
the key a “License Upgrade 1D". - “:‘ ‘:e"f’ra":“ . -

SR w . S e e
After clicking “Submit” your License Upgrade ID is displayed on S [m—

caAh T d 1040088 1 HdS 102 TRd S Ml 1 Ha3na8dd Thahd8id NdO8: 77D Xne S

the user interface. It should be the same as the one you oM e e ot 1

1Psac
1 gqMa
Firawwall 7231111172311,

received with your license upgrade. =

Cantainer

f your license upgrade requires any new data such as IP
Addresses to use for new Clientpacks, there will be an

opportunity to enter it on the screen, and then you “finalize” —
the upgrade by hitting “Submit again.

Overlay

cohesive | vns3 Puibilic | Privizto P

natworss | controllzr £4.88.41.71110.0.1.251

When requasting 8 leensze upgrade, p'ease provids the following kaysat 1D
oB491480- 8570 11cB-8800-0cd 200701 bef-edf921bd88 20fubd1 TadeBhAd8A 1121718229678

You will then see the contents of the license displayed, ano Sz

Conneactions

should confirm that your new license contents has the S

Firewsll "shal_checksun": 'bdBRdc3c5eh6ORA73S 2505 G 150 5hBESA2765EA"
Rcuton "uplcaded_at": ‘23.6-89-73 12:48:45 +0000",
. e &
parameters you expected. e,
Nevn" "managers™: |

{

IMmages
ITdN "manager_1ir': 1,

N this example case the license upgrade added the ability to overisy_ipyress's 17231.1.2%

Maintenance }

nave 2 more remote endpoint definitions for use with IPsec i €
tunnels. Looking at the previous picture you will see the total Agmn ey
of “ipsec_max_endpoints” was 50, and after the upgrade is i o

increased to 52. ; ko

"over lay_suoretl"; "172.31.0.0/22",
"ipsuc_nex_wrdpoants': 2,
"ipseC nax suonets™; 4,
"Lilense_upgrades™: |
"SehR AT NNt e SelicdcHiddaBcail i 1hat3INdE 2 HalDhBtat t A Te TdbsiR A c HB Y .
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Remote Support

In the event Cohesive needs to observe runtime state of a
VNS3 Controller in response to a tech support request, we will
ask you to open Security Group access to TCP port 22 (55H)
from our support IP, 54.236.19/.84, and Enable Remote
Support via the Web UL

Note that TCP 22 (ssh) is not required for normal operations.

Fach VNS3 Controller is running a restricted SSH daemon, with
access limited only to Cohesive for debugging purposes
controlled by the user via the Remote Support toggle and key
exchange generation.

Cohesive will send you an encrypted passphrase to generate a
private key used by Cohesive Support staff to access your
Controller. Access to the restricted SSH daemon is completely
controlled by the user. Once the support ticket has been
closed you can disable remote support access and invalidate
the access key.

cohesivenetworks © 2018

cohesive | vns3 Puibilic | Privizto P
natwors controller

54.88.41.71110.0.1.251

Initialization Remote Support
Uckad Ucanse

Femote suppart ooton ar this eomrol ar I3 currantly disabled
Erssbike senole suppecl
Maintenancs
Snapshols Memote suppoet keyoair is not ingtalled
Licensing
Brrmnbe & i snerypted passpnra 56

Admin

Sapyrig: © 2000201 6, Schesive Notaorka ooheaive Natworks | About Ja il Legel | ELpoer
Thiz praduat In:iudas zattwn dosclopod by the OpenESL Srojnat
‘or Lee intho OperSSL Too kit (hiipcMewa apenssLarg)).
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VNS3 Firewall Overview

The VNS3 Firewall adds a layer of security and control for cloud-based cohestve | vns3 480.41.71110.0.1.251
deployments. Aurime Firewall

VNS3 Firewall features are controlled using IPTables syntax. For more A e

information see - http://linux.die.net/man/8/iptables and look for the s

PARAMETERS section. Another useful guide is available here: http:// e

www.thegeekstuff.com/2011/06/iptables-rules-examples/

In general, you write a specification of a packet to match and then specify what “

to do with this packet. These are referred to as “customer” rules and are M? ——r

applied as appropriate in the overall firewall rule structure on the Controller.

This means in addition to the standard security and firewall features of VNS3,
yOU Can create your own rules to restrict traffic to and through the VNS3

C on t ro | | er. COhcgt.woers xﬂrflér £4.88.41 7?:‘1,6.?"‘;’.2;
Runtime Firewall
The order of rules matter - rules are applied from top to bottom until the first S custom frewel s cthmied
, , , verlay Current firewall rules:
match. If no match is found, the packet is allowed to continue on. Important Corms ey s ytes ael  ictopt o s souree i
I : . . Chentpacks C4AIN INPUT_CUST
note: If your customer rules don't reject a packet, it will be allowed by default. Connactions T R .
However, this “default” is fairly restrictive. Traffic is allowed from “known”
onlainer Mitmh’:‘ IV E VI
VLANS. Known VLANSs are VLANS that are listed in IPSec tunnel rules, and the s R e A R T
VNS3 virtual VLAN. Allowing traffic from other sources requires adding firewall

rules to accept that traffic

NOTE: Firewall rules added to a specific controller are not automatically synced
to other controllers in the peered mesh.

cohesivenetworks © 2018
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VNS3 Firewall - Basic Syntax

VNS3 creates a firewall table for your rules which is implicitly used by any firewall commands you enter.

As a result, the firewall syntax varies from standard iptables in that you don't specify an “append” or “-A". The chain names for

your commands use restricted chain names of INPUT_CUST, OUTPUT_CUST, FORWARD_CUST, PREROUTING_CUST, and
POSTROUTING_CUST.

These tables go into the top of the corresponding VNS3 internal firewall chains. The INPUT_CUST, OUTPUT_CUST, and
FORWARD_CUST go into the iptables Filter table, and the PREROUTING_CUST and POSTROUTING_CUST go into the Nat table.

Cohesive also offers a chain MACRO_CUST which is a type of rule that combines some more complicated rule combinations
spanning multiple chains and tables into a single rule.

For example the full IPTable syntax would be something like:

iptables -A INPUT_CUST -p tcp -s 1/2.31.1.1/32 --dport 8000 -m state --state NEW,ESTABLISHED -] DROP

n VNS3 enter the same elements without the “iptables” command and the “-A".

NPUT_CUST -p tcp -s 172.31.1.1/32 --dport 8000 -m state --state NEW,ESTABLISHED -j DROP

networks © 2018

29



VNS3 Firewall Warning

The VNS3 firewall allows customers complete control of the INPUT, OUTPUT, FORWARDING, PREROUTING and POSTROUTING
behavior of traffic as it first enters the VNS3 Controller and as it exits the VNS3 Controller.

The VNS3 internal firewall is still there to “protect” the internal mechanisms of VNS3, however, customer rules can be created that
have undesirable effects. Essentially rules that ACCEPT or REJECT/DROP all traffic are likely to create a device that is un-reachable or
one that is too permissive in accepting traffic.

Customer rules are evaluated and if there is not a match in the _CUST chains, then they flow through into the interior VNS3 chains
which are quite restrictive. Accepting all traffic prevents most of the interior rules from being evaluated which might block unsafe
traffic. Blocking all traffic prevents most of the interior rules from being evaluated which accept necessary traffic such as the APl and
WebUI management utilities. (Blocking port 8000 from all traffic will make the VNS3 instance un-manageable.)

N
N

N

networks

PUT
PUT

PUT

CUsS
CUS

Do not have rules of either of t

ne following forms:

" --dport 8000 -j RE
" -j REJECT

CUST

" -j ACCEPT

ECT
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VNS3 Firewall - Examples

vns3 Public: | Privivio IP-

i ACCEPT" allows a packet. "-j DROP" drops a packet. "-j REJECT" CONERYS | XN3E sl 2
sends an appropriate notification to sender saying such and such = rirewal

Custom firewall |s activated.

packet was rejected (depends on protocol). e Curent ol i

pkis Lyles targel prot opt n oul  source destinali
. Chentpacks C4AIN INPUT_CUST
[ ] e

Some Basic examples: Lo b HERew e
P ) 9 DROP all - * * 192.168. 3.0./21 0.6.9.8/@
Fire 0 v DROP tcp == ¢ . 172.31.5.5 0.¢.9.9/9 TCR JptiOOUE state MNEN,SSTABLISHED
P

* Drop all packets from 1.1.1.1 to 2.2.2.2 .
onamner

INPUT_CUST -5 1.1.1.1 -d 2.2.2.2 - DROP R E——

* Drop all traffic from 192.168.3.0/24 (entire subnet) except s e - St og

FDrop Lop Lrattic trom 172.31.1.1 on port §0UD (sSLop an overlay clientl from accessang VN33 UZ/AFI)

1 921 6831 /I /'\;f:nl: fl?-'lm-‘-u‘-ﬂ INPOT CUET g ¢ p e 172.31.1.1/32 dp:l:t'. 3000 -m vtate - state KER,ESTABLISHED -j DROP
INPUT CUST -s 192.168.3.11/32 -j ACCEPT
INPUT CUST -s 192.168.3.0/24 -j DROP S

* Drop tcp traffic from 172.31.1.1 on port 8000 (Stop overlay TR, s
clients from using the overlay IP of 172.31.1.1 with port 8000).

NPUT_CUST -p tcp -s 172.31.1.1/32 --dport 8000 -m state --state
=W ESTABLISHED -j DROP

\
NPUT_CUST -p tcp --sport 3000 -m state --state ESTABLISHED -]
DROP
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VNS3 Firewall - NATIing (network address translation)

It is now common for clouds to provide VLAN isolation. This provides a cohesivs | ¥ns? 548041711 10.0.1251
critical element of your overall security approach but creates the need for Runtime Firevzall

additional capabilities not needed in “plain old EC2". O R —

One of these is “NATing” which allows the machines in the VLAN to use the comlonilogr MO et

VNS3 Controller as a gateway to services on the Internet, with all VLAN G o

machines sharing the Controller’s public IP address.

EBdit rules:
NETWO™ MACRO_CUET -c e:th( -s 172.31.0.0/22 -3 MA3QUERADE

This is the same behavior used in your home or office, where many devices s
can access the Internet via one shared public ip address. When a VLAN M
device accesses the Internet, its return traffic is routed to it.

Basically, VNS3 lets you use your cloud VLAN just like you treat your home .

or office network, isolated from inbound requests for service, but allowing [ Sovwm s

most outbound service requests.

Simple SyntaX: %ﬂmmm?ﬁ?:::”ws;wm Sohoaive Natworks | About Ja il Lagel | ELpoer

‘or Lee intho OperSSL Too kit (hiipcMswaapensslLarg))

MACRO_CUST -0 eth0 -s 172.31.1.0/24 -] MASQUERADE

In this example - your VNS3 Controller is in a VLAN subnet with a network
from 172.31.1.0-172.31.1.255. Many clouds with VLAN capabilities map a
public IP to the private IP on ethO via DNS.

Here we are telling the VNS3 Controller to “masquerade” for traffic coming
from that subnet out to the Internet and then return the response packets
to the requesting machine.
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VNS3 Firewall -

Port Forwarding

With VPC, your cloud servers are not visible or accessible from the Internet unless
you assign an Elastic IP, “putting” the server on the Internet.

What if you want to be able to access one of the machines (for example like you
might do on your home network) from the Internet? This is where port forwarding
comes in.

A common use case would be using a Windows Remote Desktop on one of your
cloud servers, as the “jump” box for then remoting to all the other cloud serversin
your VPC. VNS3 lets you do this with your VPC, just like you could for your home
or office network, allowing specific traffic, from a specific source, on a specific port
to be “forwarded” on to another machine.

Simple Syntax:

MACRO_CUST -0 ethO -s 10.199.1.0/24 -] MASQUERADE

PREROUTING_CUST -i ethO -p tcp -s 61.61.70.70/32 --dport 3389 -j DNAT --to
10.199.130:3389

Using the same example network, assuming a source network public IP of
69.69.70.70 from which the RDP client is running, do the following:

NATIng needs to be enabled for port forwarding to work

Specify the port to be forwarded, in this case “RDP” or 3389

Specify the source network address, here 69.69.70.70/32

Specify the machine for port 3389 traffic, here 10.199.1.130 using the “--to” syntax

Use the “-j DNAT" syntax to specify destination network address translation.

cohesivenetworks © 2018

Public | Priveio IP:
£4.88.41.71110.0.1.251

cohesive | vns3

n2twaor<s cantrallar

Runtime Firewall
Stalus
Networ< Enlfiar Custom firewa!l |s activated.
Overlay Current firewall rules:
ortmline Poacrng
(‘ ah oerng pkis Lyles Largel prot opt n out S0urce destimalion
Chontpacks CARIN FORWARD_CUST
=~ oti [\ 9 ACCEPT all == » Q.0.9.9/9 0.8.9.9/0
(onnactions C4AIN PREROLTING CUST
|Peec ) 9 DNAT lip == el » 61.61.79.70 0.0.9.9/0 Lep Jdpl:3389 10:19.299,136.0:3388
Firewall CHAIN PUSTRIVTING CLST
Acatoss [\ © HASOUERADE all == oth® 1€.169.1.0/24 €.0.2.8/0
Container
NV«
Edit rules:

HACRO_CUET =2 eth( =5 10.199.1.0/24 =3 MASQUERADE
[PRERCUTING_COST —i etld -p top -z 51.61.70.70/32 -—dpurt 3389 -j CNAT --tu 10.199.130:3389

Maintenance

Achont Sawe anc actvate

Sopyrig: © 2000-201 6, Scheslve Netaorka Sohoalve Natworks | About Jal Lagel | Eupoen
Thiz praduat In:iudas zatten dosclopod by the OpenESL Srojnat
‘or Lee inthn OperSSL Toa ke (hitpeMaw e apensslag.
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cohesivenetworks

VNS3

-irewall - Netmapping

Netmapping allows you to create IPsec tunnels to imaginary IPs on the
VNS3 side of the connection and use the VNS3 firewall to map all traffic
to/from the imaginary IP, to the actual host on your cloud side. This is
extremely useful in situations where a connecting party has an address
overlap with your Overlay or VLAN subnet.

Example

Remote subnet 10.10.10.0/24

VNS3 Overlay (clientpack network): 172.31.10.0/24

Local Server the Remote wants to access: 172.31.10.50

Customer will not connect their LAN (10.10.10.0/24) to a private network
Allocate an EIP to your account but DON'T associate: 23.23.23.23.

Build an IPsec the tunnel from 23.23.23.23/32 to 10.10.10.0/24

Simple Syntax:

PREROUTING_CUST -i ethO -s 10.10.10.0/24 -d 23.23.23.23/32 - NETMAP
--t0 172.31.10.50/32

POSTROUTING_CUST -0 eth0O -s 172.31.10.50/32 -d 10.10.10.0/24 -|
NETMAP --to 23.23.23.23/32

f the Local Subnet is a VLAN and not the Overlay Subnet add the
following forward rule:

FORWARD_CUST -5 172.31.10.0/24 -d 10.10.10.0/24 -j ACCEPT
FORWARD_CUST -5 10.10.10.0/24 -d 172.31.10.0/24 -j ACCEPT

© 2018

cohesive
natwaor<s

Runtime

vns3

controller

Firewall
Custom firewan!l |3 activated.

Current firewall rules:

pkis LDyles Largel prot opt n out source destimalion
CAAIN PREROLTING_CQUST

0 2 NE™MAP all, == pthd »
CAAIN POSTRIUTING CUST

) 9 NETMAP all - «

10.19.10.0/24 23.23.23.3

elhg 172.31.23.50 1€.19.19.0./29 23.33.23.23/32

Edit rules:
TPRBRC-'J:IRO_CUST -i eth) -z 10.10.20.0/24 =< 23.23.27.23/12 =7 NETMAP ~wto 172.31.10.50/32

Suve i anlvale

Sopyrig: © 2000-201 6, Scheslve Netaorka.
Thiz praduat In:dudas zattwn dosclopod by the OpenESL Srojnat
‘or Lee inthn OperSSL Toa ke (hitpeMaw e apensslLag).

172.31,10.50/32

DOETROUTING_CUST -0 othl -3 172.31.10.50/32 -d 10.10.10.0/24 -7 NETMAP —tc 23.23.23.23/32

Public: | Priveio IP-
£4.88.41.71110.0.1.251
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VNS3 Firewall - Copy Traffic to a Device

With the addition of the Docker-powered application container system there cohestve | vns3 480.41.71110.0.1.251
are scenarios where you might want to push a copy of the traffic from the ethO Runtime Firewal
or tun0 VNS3 interface to a particular IP. The obvious use-case is copying Custom frewel s actvetod
traffic to the Cohesive Utilities Container where you can do things like run ecsoREy B0 o
tcpdump or HctOp C;:rm e S T e e - br-11d8b5GaC1f5  0.0.9.9/9
Exa m p | e ;THH Ed't rules:
| want to copy all tun0 (Overlay Network) traffic to my Network Utils Container Comtainac it
running on the VNS3 Controller on the Docker network at 172.0.10.2.
Simple Syntax:
H#EXAMPLE: Copy all incoming tunO (Overlay Network) traffic to the TCP Tools i
Container: ————
MACRO_CUST -] COPY --from tunO --to <Container Network IP> --inbound
Sapyrig: © 2000201 6, Schesive Notaorka Sohealve Natworks | About Ja il Lagel | ELpoer:
#EXAMPLE: Copy all outgoing tunO (Overlay Network) traffic to the TCP Tools o el par S5 Tkl vt

Container

MACRO_CUST -j COPY --from tun0 --to <Container Network IP> --outbound

NOTE: At this time analyze inbound OR outbound at any given time in order to
prevent accidental traffic loops. It 1S POSSIBLE to create a traffic cycle which
could “brick” your controller if you create simultaneous inbound AND
outbound rules with improper parameters.
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VNS3

Routes

VNS3 allows you to configure Routes to allow a Controller
to point to subnets not explicitly included in the IPsec or

Overlay configurations. These routes can be automatically
shared between other Controllers included in the topology

via the Peering mechanism, and with Overlay Network
connected devices. There are two types of routes:

Route Advertisement

Simple route that tells all Overlay Network participants a

certain CIDR destination is available through the VNS3
controller.

nterface Route
More complex route that also tells all Overlay Network

the VNS3 controller but also allow configuration of the

participants a certain CIDR destination is available through

interface on the VNS3 controller where this is available and

an optional Gateway IP.

cohesivenetworks
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Runtime
Halus
Networ< Erlfar

Overlay

Conrmaliny Pocrng

Chentpacks

Connections
IPsoc

Firewall
Routoss
Container
Newn "«
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Maintenance

Runtime
Halus
Networ< Erlfar

Overlay

Coenrmaliny Pocrng

Chentpacks

Connections
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Firewall
Routos
Container
Nemw "<

Images
COntainses
Maintenance

Snaps-ots

Public: | Priveco IP:

54.88.41.71110.0.1.251

Routes

Enter GIDF for new route
10.0.1.0°24

Reule descriotion:
VIR V_AN

Feute type:
Meute edvemssment j

Add e

Current Routes

22400004 (1un0) v
Mullicas! [@ulo-=xided)

Public: | Priviia IP:

54.88.41.71110.0.1.251

Routes

Enter GIDF for new route
10.24.0.0v24

Reule descriotion:
Paarac VPO

Feute type:
Ireface route j

Network Interface for this reutar

el _']

Qptional gateway for t1is route;
0011

Add roua
Current Routes
224.0.0.0M (lun0) )
Multicast (auto-added)

10.0.1.024 (Cverlay adve tsensnl only) [+
VFC VLAN
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VNS3 Routes

GRE Tunnel Route
GRE routes are a specialized subset of an

Public | Privale IP.
cohesive | Yns3 | 10.255.255.63

networks

Runtime Routes

"Interface Route". When there are route-based,
site-to-site connections, established with GRE, s

those will be available for routes. Since the actual — ...
interface address of a GRE tunnel is not
significant, the name of the tunnel which is s

Add route

routing encapsulated GRE traffic is shown. (In the
Dicture on the left this is shown as "200net".)

_ike "Interface Routes", the route can be
advertised throughout the overlay by selecting the
"Advertise route to Overlay" checkbox.
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Making a route to 0.0.0.0/0
Sometimes it is necessary to make a route to 0.0.0.0/0.

If done improperly this can make your VNS3
Controller INACCESSIBLE and IRRECOVERABLE.

There are very solid and specific use-cases for this, but
oroper route sequencing must be followed.

N summary - you are replacing the VNS3 default
gateway and telling it all traffic should go to that
interface/gateway pair EXCEPT traffic to more specific
routes.

To prevent losing access to your controller it is advised
that you also have Ul or APl desktop to the controller
from another host in the same specific subnet as the
VNS3 controller.

networks © 2018

Routes to 0.0.0.0/0 (WA

Routes
Enter CIDR for new route:
0.0.0.0/0

Route description:

Re-directing default gatev

Route type

GRE tunnel route v

vay to across

GRE-over-IPsec tunnel for this route:

200net v

Advertise this route to Ov

Add route
Current Routes

CIDR

224 000/4
10.255.255.0/24

192.168.222.0/24

rerlay

Interface

tun0

eth0

ethO

RNING)

wnnei

Gateway

10.255.255 1

10.255.255 1

Advertised

No

Yes

Yes

Description

Multicast (auto-added)

ocal cidr

peering link

Actions

Action

Action

Action
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Adding route to 0.0.0.0/0 (WA

In this example (from AWS, but basic approach required
at Azure, Google, etc..), a 0.0.0.0/0 route is about to be

entered.
BEFORE HITTING "Add Route"

- Ensure you have made an Interface Route to your VP(C/

VNET/Subnet gateway. In the example this is
10.255.255.0/24 with a gateway of 10.255.255.1.

(There are too many variables and distinctions for VNS3
to do this for you. You MUST provide the information!)

- If you have "peered" VPC/VNET/Subnets when you
redirect the default gateway your peering via the cloud
infrastructure will drop UNLESS you have a route(s) to
the peered subnet(s) explicitly specified. In the example
this is the Interface Route to 192.168.222.0/24 with the

gateway of 10.255.255.1 (my VPC gateway).

networks © 2018

Routes

Enter CIDR for new route:
0.0.0.0/0

Route description:

Re-directing default gateway to across tunne

Route type

GRE tunnel route

GRE-over-IPsec tunnel for this route:

200net v
Advertise this route to Overlay

Add route

Current Routes

CIDR Interface
2240004 tun0
10.255.255.0/24 eth0
192.168.222.0/24 eth0

RNING)

Gateway

10.255.255 1

Advertised

No

Yes

Description

Multicast (auto-added)

ocal cidr

peering link

Actions

Action

Action

Action
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Adding route to 0.0.0.0/0 (WA

In this example the route to "0.0.0.0/0" is seen as
across a GRE tunnel route.

If the topology changes such that a re-directed
default route is no longer needed, you can delete
it via the "Action" menu on the "Current Routes"

display table.

When the new default route was added, VNS3
saved the original gateway setting, and this
setting will be used for the default gateway.

You DO NOT need to delete the routes you used
to inform VNS3 of the local subnet CIDR, nor any
peering routes. However, since the default route
is now directed to your underlying subnet
gateway, you do not need to keep them.

networks © 2018

Routes

Enter CIDR for new route:
0.0.0.0/0

Route description:

Re-directing default gateway to across

Route type
GRE tunnel route

GRE-over-IPsec tunnel for this route:

200net v
Advertise this route to Overlay

Add route

Current Routes

CIDR Interface

2240004 tun0

10.255.255.0/24 eth0
2.168.222.0/24 eth0

RNING)

iunne

Gateway Advertised

No

10.255.255 1 Yes

Description

Multicast (auto-added)

ocal cidr

peering link

Actions

Action

Action

Action
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SNMP Support

VNS3 now supports a number of industry standard MIBs for use from a
monitoring system doing SNMP polling. We do not currently support any
SNMP traps.

VNS3 SNMP support is enabled through the firewall. In the future we will
provide API calls and user interface to provide more control of the SNMP
experience.

To enable access to the SNMP information add the following rule to your
firewall using a source address from your network (either your public IP, or an
internal IP available to the Controller via IPsec or Clientpack). Thereis no
SNMP authentication in this beta. An example rule would be “INPUT_CUST -p
udp -s 69.69.70.70/32 --dport snmp -j ACCEPT” (where 69.69.70.70 is your
network’s public IP address).

On your SNMP monitoring system:

- Use SNMP v1c or v2
- Community string of “vns3public”
- The access to the SNMP information is “read only”

You should then be able to use a utility like “snmpwalk” to test:
snmpwalk -v 1 -c vns3public -O e <vns3_manager_public_ip>

In order to discuss additional MIBs needed please contact your Cohesive
account representative or support (at) cohesive.net

cohesivenetworks © 2018
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Runtime Firewall
Custom firewan!l |3 activated.
Overlay Current firewall rules:
’ TS+ onng pkts bytes target  prot opt in  out  source destimation
Chentpacks CAAIN INPUT_CUST
) @ ACCEPT udp == ¢ . 61.C1.79.70 0.¢.9.9/0 wdp dpt:161

Connections

Ed't rules:
|INPUT _CUST -p wdp -5 €1.61.70,.70/32% --cpcrl. snny -3 ACTEPT

Maintenance

Save anc actvate

Sopyrig: © 2000201 6, Schesive Netaorka Sohoalve Natworks | About Jall Legel | Eupoer
Thiz praduat In:dudas zattwn dosclopod by the OpenESL Srojnat
‘or Lee intho OperSSL Tookdt (hiipcMaw s apensslLarg)).

Example of response from “snmpwalk”

snmpwalk -v 1 -c vns3public -O e <vns3_manager_public_ip>
SNMPv2-MIB::sysDescr.0 = STRING: Linux vpncubed 2.6.32-344-ec2 #46-
Ubuntu SMP Wed Mar 7 13:47:05 UTC 2012 x86_64
SNMPv2-MIB::sysObjectID.0 = OID: NET-SNMP-MIB::netSnmpAgentOIDs.10
DISMAN-EVENT-MIB::sysUpTimelnstance = Timeticks: (1651090) 4:35:10.90
SNMPv2-MIB::sysContact.0 = STRING: support@cohesive.net
SNMPv2-MIB::sysName.0 = STRING: VNS3 version 3.0100.7-20130322173305
SNMPv2-MIB::sysLocation.0 = STRING: VNS3 Cloud Container
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Network Sniffer

. . . " .3 Public: | Privizto IP-
The Network Sniffer is a great troubleshooting tool. You can Tk ek 548041711 1001251
monitor both the public IP network interface and the Overlay i wewewe
Network interface of the VNS3 controller. oy et

_ Libpcagtopdump Niler expression
Connections

The Network Sniffer page includes some basic guidance for

Firewal|
Ve1bose ououl

basic syntax. In the event your filter expression is malformed, e e e
the page will result in an "expression syntax error". S ———
When using the Network Sniffer, there are two things to el e o
remernber T
1. The page does not auto refresh. Once you enter in your e
eXprESS|On, be Su re tO C||Ck the refreSh button tO Update ;‘ﬁﬂmmmn?xr&a:mws_mm Sohealva Natworks | About Js | Lagel | Eupoar:
for Lee inthy OperS8L Toa kit (it awa openssLag)).

your view of the traffic.

2. The interface toggle is important.
- ethO - public IP network interface. This is where all
encapsulated IPsec traffic and all unencrypted VLAN traffic
s visible.
- tunO - Overlay Network interface.
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Network Sniffer - Troubleshooting an IPsec Connection

Public: | Privito IP:

It is useful in troubleshooting an encrypted tunnel to first see if there wewerss | conaie £4.80.41.711 10.0.1.251

cohesive | vns3

is normal negotiation and keepalive traffic moving between the two i Nework Sniffer
IPsec Peers. This will help you to understand if there is a network S ———
Contaline Pacrng ctho j

connectivity or FW issue that prevents the negotiation.

Chentpacks

Connections

Libpcagtopdump liler expression
host L4 242.253.73

Once the tunnel is negotiated, use the Network Sniffer to monitor v —

the tunnel traffic, making sure encrypted/encapsulated packets are
moving in both directions.

Use the following ethO filter to do both:

Remote Supgcnt " Examples of libgcaptepdump filter expressions:
\ Admin I Aeg and pfll &n .n por 44"‘{ ) HTTP kafia (inoluding HTTPS)
host <remote IPsec device IP> Topology N 2. ucpare i o 53 Gl DS o el
3. ucp and ot 2Z24.0.0.04 - mulicast UL
- 4. 5r¢ NOSt 172.37.1.59 and rat (tep and pet 22 ) - 2 1 IP waffi from given host, exc uding S5
it dl
- 5. lepcump Manual 'age - Dok Ior "allowakie pamibves’

HTTPS Cens
Re:bont Qurrers Server Time: 2016-0%-29 C2 35:5¢ 40000

The result should be some UDP 500 traffic for maintenance traffic
and encrypted traffic on UDP 4500 or ESP Protocol 50 (NAT-Traversal
or Native IPsec respectively).

When troubleshooting, we recommend setting up a continuous ping
down the tunnel with a larger-than-default size specified so that you
can be sure the packets you are watching are your pings. To do this
yOou can use the -l argument on Windows and the -s argument on
Linux.
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02:35:41.961724 IP 54.242,253.73.4506 > 10.0.1.251.25086: Isakmp-nat-keep-alive

Maintenance B2:35:84,761522 TP 19.2.7, 251,450 > 54,242,253,73.4500: isakmp nat keep alive

SHaCshots 92:35:51,161526 IP 18.8.1,351,95€9 ~ 54,3242,253,73,4500; UDP-encap: ESP(spi=0x81aS3473,5€q=0x150), Llenglh 328
92:35:51.161602 IP 54.242,253.73.4500 > 10.0.1.251.45080: UDP-encap: ESP[spi=0xbbrelbce,seq=8x150), length 328

Lioensing

Start Stop  Refresh
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‘or Lee inthn OpenSSL Toakdt (hitpeMawa apensslag).
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VNS3 Document Links

VNS3 Product Resources - Documentation | Add-ons

VNS3 Configuration Instructions (Free & Lite Editions | BYOL)

Instructions and screenshots for configuring a VNS3 Controller in a single or multiple Controller topology.
Specific steps include, initializing a new Controller, generating clientpack keys, setting up peering, building
IPsec tunnels, and connecting client servers to the Overlay Network.

VNS3 Container Document

Configure and customize VNS3 and VNS3:turret products’' Docker-based container plugin system.

VNS3 Troubleshooting
Troubleshooting document that provides explanation issues that are more commonly experienced with VNS3.

networks © 2018
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http://www.cohesive.net/support/product-resources/
http://www.cohesive.net/support/add-ons/
https://cohesive.net/dnld/Cohesive-Networks_VNS3-4-Configuration-Free-Lite.pdf
https://cohesive.net/dnld/Cohesive-Networks_VNS3-4-Configuration-BYOL.pdf
https://cohesive.net/dnld/Cohesive-Networks_Support-Troubleshooting-Guide.pdf

